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Sixth Semester B.E. Degree Examin".t"Jgn; June/July 2023
Gryptography, Network Security and Gyber Law
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Note: Answer any FIVE full questions, cli"boiiiiig ONE full questionfrom each module.

d ;i.,ryIodule-l
a. List and explain the various type$ffv"f"etaUini"s with colrlmon cyber attacks. (08 Marks)

b. Encrypt the plaintext "CRYPT$ HY" using hill cipher technique with key matrix

[q 41 ,, I x-'K=l_ _1. _ (08N{arks)

L5 7) .** -*stuoR

2 a. Distinguish between
r) Confusion rindid,iffusion ciphers iil.qtsI.iick cipher and stream ciphers.

b. With a neat Sqhimatic, explain the singl6'g,und of DES encryption model.

'''''11'1 I' OR* '=' ::":

4 a. lf the RSA public key is (31, 3599) what,u,;th.b,Corresponding Private Key. (05 Marks)

b. Explain Basic propprties of hash functionr',r;b. Explain Basic propprties of hash functton- (05 Marks)

c. Explain BirthdaVlhttack. (06 Marks)

5 a. Explain*the different Public.Kdf$aurtructure (P.KII chitectures. (08 Marks)

b. p.sqxi&,the Mutual authentid using a shared-beiret. (08 Marks)

a. Explain the Kerberos mesiage sequence with diagram. (06 Marks)

b. .Describe the IP Sod;fiotocols Authentic"ptioh Header and Encapsulating Security Pay load in

transport mode. : (05 Marks)

c. Explain Secrqg,$'bckets Layer $ffi,, ana shake protocol. (05 Marks)

' l*;. ,,i"'t,,'*ou,rrr-o
a. What is intrusion detectiori,pystem (IDS)? Explain different types of IDS. (06 Marks)

b. Explain how 802.11i pr,o-Vi{ message confidentiality and integrity. (06 Marks)

c. Explain the characteridtie-s of virus and worrn. (04 Marks)
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a. What is WS-security? Exptain the various types of WS - security. (06 Marks)

b. Explain the prevention and detection methods on DDOS attack. (06 Marks)

c. List and explain any two technologies used for web services. (04 Marks)
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10 a.
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Explain briefly'Certify.tog ' -rity,'suspensiopdhdtevocations'of digital signature.
' *" fuF (08 Marks)&4S%
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" ffihpe ardou;uutiurffi;* (osMarks)What is Information Teclsrchgy Act? [
Discuss the provisions of tte rf e*gs &#rds to the following I * Y_.
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